
terms definitions examples  pronunciation 
Unit 8 IT security and 
safety (38) 

1
adware (n) 

software that automatically plays
advertisements on a computer

Adware is most often 
integrated into free applications

 [ˈædweər] 

2
antivirus software (phr) 

a type of software that looks for and

removes viruses in programs and
documents on your computer

We created the world's 

preeminent antivirus software
/ˈæntɪˌvaɪrəs ˈsɒftweə/

3
authentication (n) 

 term used to describe the process of 
identifying a person and making sure they are 
whom they say they are

Authentication is a critical step 
in ensuring secure 
communications

/ɔːˌθɛntɪˈkeɪʃ(ə)n/

4
authorized (adj) 

having official permission to do something or 
for something to happen

Users can pretend that they 
authorized with OpenID

/ˈɔːθəˌraɪzd/

5
automatically (adv) 

If a machine or device does something 
automatically, it does it independently, without 

human control

These must lock automatically  

if the power's out.
/ˌɔːtəˈmætɪkəli/

6

biometric scanning (phr) 
methods of recognizing a person based on a 
physiological  characteristic

To present a biometric  
passport, or electronic or optical 
scanning individual passport 
valid

[ˌbaɪ.əʊˈmet.rɪk  ˈskænɪŋ]

7

browser hijacker (phr) 
software that replaces the user’s
search engine with its own

Browser hijacking is a form of 
unwanted software that 
modifies a web browser's 

settings without a user's 
permission

/ˈbraʊzə ˈhaɪˌʤækɪŋ/

8
configure (v) 

to arrange something or change the controls on 
a computer or other device so that it can be 
used in a particular way

Additionally you can configure  
Class settings, like Icon, Actions 
and more

/kənˈfɪgə/

9
damage (v) harm or injury

Label says may cause 
irreparable damage to the 
space-time continuum

/kənˈfɪgə/

10
hacker (n)  

someone who hacks into other people's 
computer systems

But we think the hacker was 
targeting this information 
specifically

/ˈhækə/

11
incident (n) an event that is either unpleasant or unusual

The incident left a spot on his 
reputation

/ˈɪnsɪdənt/



12
irregularity (n) 

the quality of not being regular in shape or 
form, or an example of this

If there's been any irregularity, 
I had nothing to do with it.

 [ɪˌreɡ.jəˈlær.ə.ti]

13

load (n) 

refers to the beginning or executing a program 

by moving (loading) the necessary information 
from a drive, such as a hard drive, into a 
computer's memory

The processor load of the 
process in user space (in 
percent)

[ləʊd]

14

malicious (adj) 
intended to cause damage to a computer 
system, or to steal private information from a 
computer system

I was removing the malicious  
script from the phone and 
suddenly I got locked out

/məˈlɪʃəs/

15

malware (n) 
software designed to secretly access
a computer system
[= malicious software]

They found a piece of malware  
on the plane... an incredibly 
sophisticated virus that knocked 
out every communication device

/ˈmælweə/

16

misuse (n) 
to use something in an unsuitable way or in a 
way that was not intended

The misuse of 
telecommunication equipment 
was criminalized by law, and 
wiretapping without a warrant 
was prohibited

[ˌmɪsˈjuːz]

17

patch (n) 

 is a piece of software code that can be applied 

after the software program is installed to 
correct an issue with that program

There's a special patch of the 

sky where we have thousands of 
planets

 [pætʃ] 

18

peripheral (n) 
is hardware input device or output device that 
gives a computer additional functionality

A peripheral device attached 
has a knob that can be turned to 
speed up, slow down, or even 
reverse the scrolling of the text

/pəˈrɪfərəl/

19
privacy (n) 

is a term used to describe an individual's 

anonymity and how safe they feel in a location
All I need is my privacy /ˈprɪvəsi/



20

procedure (n) 
a set of actions that is the official or accepted 
way of doing something

The text indicated later on what 
procedure would be applicable 
if a further procedure became 
necessary

/prəˈsiːʤə/

21
report (v) 

to give a description of something or 
information about it to someone

We called the insurance 
company to report the theft

 /rɪˈpɔːt/

22
search engine (phr) 

 is software, usually accessed on the Internet, 
that searches a database of information 
according to the user's query.

The search engine found 
someone who looks exactly like 
you

/ˈsɜːtʃ ˌen.dʒɪn/

23

security breaches (phr) 

An event in which one or more aspects of 
information security are compromised 
(accessibility, confidentiality, integrity and 
reliability)

It denotes security breaches  
which can be effectively 
managed by the Port Police with 
the assistance of local 
enforcement agencies

/sɪˈkjʊərɪti ˈbriːʧɪz/

24

sensitive data (phr) information that is confidential, i.e. Secret

Participants representing 
different industry sectors 
highlighted the central role of 
obtaining and managing 
sensitive data in addressing 

proliferation

/ˈsɛnsɪtɪv ˈdeɪtə/

25
spread (v) 

to (cause to) cover, reach, or have an effect on a 

wider or increasing area

The world must stand together 
to prevent the spread of these 

weapons

/spred/

26

spyware (n) 

computer software that secretly 
records information about which 
websites you visit and sends 
information about the use of your 
computer

Then, if spyware or other 
programs try to change your 
default search to another site, 
the Toolbar will notify you

/ˈspaɪ.weər/

27
transfer (v) 

to move someone or something from 
one place to another

The consent of the person 
proposed for transfer is also 

required

/ˈtrænsfə(ː)/

28
Trojan (n) a type of computer virus

It's easier than you think to in 
advertently download a 
malicious Trojan

/ˈtrəʊʤən/



29
unauthorized (adj) without official approval or permission

An unauthorized version of the 
software is being sold abroad

/ʌnˈɔː.θə.raɪzd/

30

upper/lower case (phr) letters of the alphabet that are not written as 
capital letters

This type of attack allows 

changing passwords from the 
dictionaries (for example, shift 
password to upper case,  

append '1' to the end of the 
password, etc.

 /ˌləʊ.ə ˈkeɪs/

31

worm (n) 

a type of computer virus that can
make copies of itself and destroy
information on computers that are
connected to each other; it spreads
without the user taking action

You can't just hack in and 
upload a worm

/wɜːm/

32

* management (n) 
the activity or job of being in charge of a 
company, organization, department, or team of 
employees

The choice and management of 

resources are essential to the 
success of any company.

/ˈmæn.ɪdʒ.mənt/

33
* recipient (n) a person who receives something

The recipient could simply 
refuse delivery

/rɪˈsɪp.i.ənt/

34

* supervisor (n) 

a person who is in charge of a group of people 
or an area of work and who makes sure that the 
work is done correctly and according to the 

rules

The site supervisor ensures all 
aspects of quality assurances at 

all levels

/ˈsuː.pə.vaɪ.zər/

35

* safety coordinator (phr) 
it is an operator of automated and robotic 
security systems, monitoring their status

the security coordinator sends 
sensors to the object, if 
necessary, through the sensors 
and surveillance cameras

/ˈseɪfti kəʊˈɔːdɪneɪtə/

36

* inspection (n) 
the act of looking at something carefully to 

check its quality or condition

However, closer inspection of 

the records revealed serious 
inaccuracies.

/ɪnˈspek.ʃən/



37

* investigation (n) 
the act or process of examining a  problem, 
statement, etc.

The investigation was based on 
information received through  
cooperation 

 /ɪnˌves.tɪˈɡeɪ.ʃən/

38

** P2P (peer-to-peer) 
refers to the transmission between two peer 
computers over a network

As implied by the previous 
description, it is not possible to 
block connections to particular  

P2P networks

/ˌpiː.təˈpiː/



translation

рекламне ПЗ

антивірусне програмне 

забезпечення

аутентифікація ( звірення)

авторизований

автоматично

біометричне сканування

викрадач браузера

налаштувати

пошкодити

хакер

інцидент(подія)



відхилення( порушення)

завантаження

шкідливий

шкідливе ПЗ

зловживання

ділянка

периферійний пристрій

конфіденційність



процедура

звітувати

пошукова система

порушення безпеки

конфіденційні дані

поширення

шпигунське ПЗ

передача

Троян



неавторизований

мала літера

Черв'як
(Програма)

управління

одержувач

керівник

координатор безпеки

перевірка



дослідження

однорангова мережа


