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Unit 5 E-commerce (51)

allowed traffic (phr)

Allowed traffic is traffic that anyone in the
system can access

We are getting logs
with allowed traffic towards
different ports.

/o'lau db 'tref.uik/

basket (n)

a place on a website where you collect things
you plan to buy from the website.

There are four items in your
baske.

/'ba:.skit/

cable (n)

a set of wires, covered by plastic,
that carries electricity, phone signals, etc.

This cable attaches the printer
to the computer.

/'’ker.bal/

computer workstation
(phr)

A workstation is a special computer designed
for technical or scientific applications. Intended
primarily to be used by one person at a time,
they are commonly connected to a local area
network and run multi-user operating systems.

Computer workstations are a
key part of the workplace.

/kem'pju:.ter'ws:k ster.fon/

Confirmations are designed to help prevent

a user may receive
a confirmation asking them if

confirmation (n) mistakes from occurring. they are sure they want to / kon.fo'metfon/
delete a file.
is the list of f hel
customer contacts (phr) Customer Contacts is the list of contacts for a Customer contacts can help /’kas.to.mor'kon.tzekt /
person. you.
i;};bf; igtaiks Elatttaclion ;rcr?TI:"u(ttir f;ortn th}i We will have a virtual private
cyber attack (phr) boﬁn d(;r obe:w:e:/)vz r?veate ues:r netsvoik‘/\;(r)l d network with a firewall which /'sar.ba.ro taek/
. Y P will help stop cyber attacks on
the internet). .
the network perimeter.
The web application protection
in i fi 11 (WAF) will protect
hacker attack (phr) people who try to gain illegal access to a irewall ( ) will protect our /haekaor o tzek/

computer system.

website from hacker attacks
on customer contacts and login
boxes.

hardware firewall (phr)

a device to which you connect your computers
or network in order to protect them from
unauthorized access.

The best hardware firewall is
the Zyxel ZyWALL 110.

/'ha:d.wear'fara.wo:l/




hosting environment (phr)

the physical environment where hosting
services are offered from.

Website administrators will go
through two layers of security
before they access the hosting

/'haustigi'var.ran.mant/

10 environment.
. . _ . . . This image is a visualization , ,
inbound traffic (phr) is the information coming into the network study of inbound traffic /'in.baund'traef.aik/
11 measured in billions of bytes.
Website administrat ill
a thin sheet of a substance on top of a surface, ebsite adiministrators wi .go
, . through two layers of security ,
layer (phr) or a level of material that is different from the . /'lerar/
_ _ _ before they access the hosting
material on either side. :
12 environment.
a new solution aiming to save you from typing |This allows login box to work
. in your username and password for various on larger number of websites ,
login box (phr) websites when accessed from your than most password managers /Iog.mbpks/
13 smartphone's small screen. today.
Firewall policies tend to forget
- . . . h ffic shoul
outbound traffic (phr) Outbound traffic is the information leaving the |[that outbound traffic should /vt baund'treef.1k/

14

network.

not get a free pass.

perimeter (n)

the network boundary between a private user
network and the internet

A network perimeter is the
secured boundary between the

/pa'rim.Ltar/

15 private and locally managed.
public network (phr) felslfrtivcvt?gi;hat any user can access with no Connecting to a public Wi-Fi /'pab.lik'net.w3a:k/
16 ' network can put you at risk.

to put information, especially your name, into

In order to become the member

register (v) an official list or record of clu.b you need to register on /'redz.Lstor/
17 our site.
Finally, the customer will
rejection (n) the act of refusing to accept. receive the server response Jri'dzek.fon/
18 with rejection.
restricted (adj) limited in amount or range. This system provides restricted /ri'strik.tid/

19

acCcess.




20

restricted traffic (phr)

Restricted traffic is information not everyone
has access to.

We will set up a network with a
firewall and routers to restrict
the inbound traffic.

/ristrik.tid ‘traefak/

21

secure private network
(phr)

a specified network in which restrictions are
established to promote a secured environment.

These 10T security solutions
create a secure private
network over the Internet

/stkjua.ra'prar.vat'net.wa:k/

22

security threat (phr)

is defined as a risk that which can potentially
harm computer systems and organization.

In Information Security threats
can be many like Software
attacks

/st'kjua.ra.tibret/

server response (phr)

Server response time is the amount of time
required to load the HTML document of a
website from a server so that the client can

Without a good server
response time, the HTML doc
will take longer to load.

/'s3L.var1'spons/

23 begin rendering the page.
shopping cart (phr) 2 f;;taif izhvzziii ‘évfbilfliifhitukeaep?;Eicord The customer puts the item(s) /'[op.1g ka:t/
24 y y youpay in a basket or shopping cart
tool (n) 4 program or featur.e of a program that helps The spreadsheet program offers /tuzl/
you do particular things on a computer.
25 several useful tools.

tutorial (n)

a document or website on a computer that
shows you how to use a product in a series of

An online tutorial for the
program is available on our

/tur'torri.al/

26 easy stages. website.
to improve the quality or usefulness of
upgrade (n) something, or change it for something newer or |It's very simple to upgrade /ap'greid/
27 of a better standard. the indexing software.

virtual private network
(phr)

A virtual private network (VPN) is a network
that is constructed using public wires — usually
the Internet — to connect remote users or
regional offices to a company's private, internal

Virtual Private Network
allows you to create a secure
connection to another network
over the Internet.

/'v3rtfu.al'prar.vat'net.wa:k/

28 network.
an arrangement with a bank to keep your
*account (n) money there and to allow you to take it out The customer opens an account. /o'kaunt/
29 when you need to.
a point at which goods are paid for in a The customer goes to the check-
* check-out (n) P which g P g Jtfekaut/

30

supermarket or other store.

out.




a printed form, used instead of money, to

Electronic cheques to pay for

31 * cheque (n) make payments from your bank account transactions. /dek/
32 * complete (v) to finish doing something. Sv(:)lrrzil;lfnu:ht:ﬁ;ix'c with the /kem'pli:t/
a small plastic card that can be used as a Customers can use their credit
* credit card (phr) method of payment, the money being taken cards. /'kred.it ka:d/
33 from you at a later time.
a small plastic card that can be used as a
* debit card (phr) method of payment, the money being taken [ paid with my debit card. /'deb.it ka:d/
34 from your bank account automatically.
Online shopping is a form of electronic
* online shopping (phr) commerce which allows consumers to directly |What are the potential security /'onlam’[op.m/
buy goods or services from a seller over the threats to online shopping?
35 Internet using a web browser.
" ) The bank will respond and send .
36 payment (n) an amount of money paid. payment acceptance . /'per.mant/
* payment gateway (phr) ?iiig;?ﬁfj&;ﬁﬁi;ﬁiﬁayment to be made The payment gateway will /'pel.mant'gert.wer/
37 ' check the buyer's ability to pay.
arequest for payment, is a nonstandard
request by a department for approval of
* payment request (phr) |payment by the company for goods or services. |Then the server will send a /per.mant'rr'’kwest/
It is often used for purchases when an invoice is |payment request to a payment
38 not provided. gateway .

39

* promotion (n)

the act of encouraging something to happen or
develop.

We used a lot of promotions.

/pra'mauv.[an/

an occasion when someone buys or sells

electronic cheques to pay for

* 1 1
40 transaction (n) something. transactions. [traen’zzk on/
the price at which goods are sold to shops by
* wholesale () the people who produce them, rather than the |l bought my coat direct from the /houlserl/

41

price which the customer usually pays in the
shop.

factory at wholesale.

472

** 2FA (two-factor
authentication)

this means giving two independent forms of
identification (for example, your name and a
password or PIN number).

We will have two-factor
authentication (2FA).

/tu: 'faek.toror,Ben.tr'ker.fon/




43

** B2B (business-to-
business)

when a company sells a service or product to
another company.

For B2B, students will probably
talk about commodities like
coffee, or raw materials like
iron, copper or oil.

/'biz.nis t 8'biz.nist a /

44

** B2C (business-to-
consumer)

when a company sells to an individual.

B2C is probably the most
common type of online business.

/'biz.nis t 8 kas.to.ma/

** C2C (consumer-to-

when an individual sells to another individual.

For C2(, students may mention

45 consumer) local competitors to eBay /'kas.te.ma t o kas.to.ma/
** Cat 5e (Category 5 is a type of cable that is used extensively in .
: : 'keet.a.gri farv'ker.bal
46|cable) Ethernet connections in local networks. Cat 5e, a type of network cable / 9 /
. |refers to the buying and selling of goods or . .
** e-commerce (electronic . . y g §0°8 Networking, customer interface .,
services using the internet, and the transfer of /.ir'’kom.3:s/

47

commerce)

money and data to execute these transactions.

and payment solutions are very
important parts of a company's
E-commerce solution.

48

** m-commerce (mobile
commerce)

buying products and services from a mobile
phone.

The rise of mobile internet has
triggered a boom in m-
commerce.

/.em'kom.3:s/

49

** PayPal

an online transaction business.

a PayPal account/payment

/'peLpael/

50

** SSL (Secure Socket
Layer)

which is a method of encryption; the use of
two-factor authentication - this means giving
two independent forms of identification (for
example, your name and a password or PIN
number).

Secure Socket Layer (SSL) will
create a secure connection for
the users.

/st'kjuar 'sok.it 'ler.ar/

51

** WAF (web application
protection firewall)

A web application firewall (or WAF) filters,
monitors, and blocks HTTP traffic to and from
a web application. A WAF is differentiated from
aregular firewall in that a WAF is able to filter
the content of specific web applications while
regular firewalls serve as a safety gate between
servers.

A Web Application

Firewall protects web
applications by monitoring and
filtering traffic.

/webeep.Ir'ker.fonpra'tek.fon/'far
a.wol/




translation

Jl03BOJIEHUH Tpadik

J103BoJIeHUH Tpadik

KOp3HHa

KabeJb

KOMII'I0TepHe poboye Micie

i TBEP/PKEHHA

KOHTAKTH 3 KJIiEHTaMHU

KibepaTaka

XdKepCbKa aTdKa

amnapaTHHUU 6paHaMayep




XOCTHHT-CEPEeIOBUIIE

BXilHUU Tpadik

MpOLIapOK

ToJie J1s1 BXOAY

BUXiHUH Tpadik

IIepUMETP

MepeKa 3araJibHoro
KOPUCTYBaHHA

peecTpyBaTH

BiIXMJIEHHS

0OMeKeHU U




obMexxeHUM Tpadik

3axXHlleHa [IPpUBATHA MepeXa

3arposa 6e3mneri

BiZMOBiAb cepBepa

KOp3HHa

IHCTPYMEHT

HaBYaJIbHUN MOCIOHUK

OHOBJIEHHA

BipTyaJsIbHa IpUBaTHA Mepexa

paxyHOK

Kaca, KOHTPOJIbHA NepeBipKa




KBUTaHILis, Y€K

YKOMIIJIEKTOBYBATH,
3aBeplIyBaTH

KpeJWTHa KapTa

,ZLE6GTOBa KapTKa

iHTepHeT-MaI‘aBI/IHI/I

oIiaTa

LIIJI}03 IIJIaTEeXKiB

3alyT HA OIJIATy

IpOCyBaHHA

TpaH3aKILis

ONITOBA TOPTiBJIA

JfiBodaKTopHa ayTeHTUdiKaLlis




6i3Hec 11 6izHecy

0i3Hec AJ1s crmoXKMBava

CIIOXKHBa4 A4Jid CIIOXKKBa4

KabeJsib KaTeropii 5, BUTa napa

eJIEKTpOHHA KOMepIlis

MO0O6izIbHA KOMepLis

PayPal

piBeHb 3aXUIIEHUX COKETIB

O6paHJMayep 3axXUCTy Beo-
J0JaTKiB




